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Figure 1: classical adversarial attack
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Figure 2: frame of our experiment
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3.3 TESVOE

Dataset f#i ] MNIST %{#i4E (LeCun et al. (1998)), YZ&EHKH 250 NMAFEANFEH
B R, A AR LB T 588, ELRIE TSR 2B VR &
AL, MNIST ¥l —IA 7 JskE R, Hor 6 J7ak@ IIghss, 1 7 ik2iitse.
K 2 28 x 28 1 0 — 9 KT HEFER AN, HMEF2RREFHEL.

Pragmatic Function s AN AR E i ] MLP 5/ ErTil%, Pt E4
BERZM AL, HAREMER 2 KT 55 . epoch 2y 20, YIZR4E batchsize 2y 64, L]
Figure 3, 2G4 NEMRZ N 88.95%, MHAEMERIZ N 89.52%.

o fcl: (28 x 28,500)

. fe2: (500,250)
o fc3: (250,125)

o fed: (125,10)



Downloading http://yann.lecun.com/exdb/mnist/t10k-labels-idx1-ubyte.gz

Downloading http://yann.lecun.com/exdb/mnist/t10k-labels-idx1-ubyte.gz to ./dataset/mnist/MNIST/raw/tl10k-labels-idx
1-ubyte.gz

5120it [00:00, 21957910.51it/s]

Extracting ./dataset/mnist/MNIST/raw/t10k-labels-idx1-ubyte.gz to ./dataset/mnist/MNIST/raw

Processing...
/data/home/JingJing_Wang/anaconda3/envs/purifier/1lib/python3.8/site-packages/torchvision/datasets/mnist.py:502: Use
rWarning: The given NumPy array is not writable, and PyTorch does not support non-writable tensors. This means writ
ing to this tensor will result in undefined behavior. You may want to copy the array to protect its data or make it
writable before converting it to a tensor. This type of warning will be suppressed for the rest of this program. (
Triggered internally at ../torch/csrc/utils/tensor_numpy.cpp:199.)

return torch.from_numpy(parsed.astype(m[2], copy=False)).view(*s)

Done!

epoch: @, Train Loss: 2.282707, Train Acc: 0.205707, Eval Loss: 2.256821, Eval Acc: ©.353738
epoch: 1, Train Loss: 2.225860, Train Acc: ©.373351, Eval Loss: 2.180201, Eval Acc: ©.429490
epoch: 2, Train Loss: 2.111731, Train Acc: 0.440382, Eval Loss: 2.007900, Eval Acc: ©.484177
epoch: 3, Train Loss: 1.850089, Train Acc: 0.520622, Eval Loss: 1.634914, Eval Acc: ©.574169
epoch: 4, Train Loss: 1.427867, Train Acc: 0.618770, Eval Loss: 1.208348, Eval Acc: ©.670688
epoch: 5, Train Loss: 1.068630, Train Acc: 0.709288, Eval Loss: ©.919588, Eval Acc: ©.737836
epoch: 6, Train Loss: ©.839458, Train Acc: ©.766624, Eval Loss: 0.740670, Eval Acc: ©.784415
epoch: 7, Train Loss: ©.700795, Train Acc: 0.798457, Eval Loss: ©.632199, Eval Acc: ©.811511
epoch: 8, Train Loss: ©.612289, Train Acc: 0.822578, Eval Loss: ©.562266, Eval Acc: ©.834355
epoch: 9, Train Loss: ©.556886, Train Acc: 0.836237, Eval Loss: ©.519724, Eval Acc: ©.843157
epoch: 10, Train Loss: ©.516501, Train Acc: ©.847215, Eval Loss: 0.484455, Eval Acc: 0.854727
epoch: 11, Train Loss: ©.486270, Train Acc: ©.856726, Eval Loss: ©.456989, Eval Acc: 0.867188
epoch: 12, Train Loss: ©.463527, Train Acc: ©.862790, Eval Loss: ©.438265, Eval Acc: 0.870847
epoch: 13, Train Loss: ©.445285, Train Acc: ©.869470, Eval Loss: 0.419008, Eval Acc: 0.879055
epoch: 14, Train Loss: ©.429450, Train Acc: ©.873534, Eval Loss: 0.405275, Eval Acc: 0.880340
epoch: 15, Train Loss: ©.414647, Train Acc: ©.877482, Eval Loss: 0.394804, Eval Acc: 0.884098
epoch: 16, Train Loss: ©.401677, Train Acc: ©.881930, Eval Loss: 0.387342, Eval Acc: 0.885384
epoch: 17, Train Loss: ©.394029, Train Acc: ©.884162, Eval Loss: ©.375387, Eval Acc: 0.890922
epoch: 18, Train Loss: ©.383545, Train Acc: ©.886794, Eval Loss: ©.364880, Eval Acc: 0.892603
epoch: 19, Train Loss: ©0.376688, Train Acc: ©.889592, Eval Loss: ©.359979, Eval Acc: 0.895273

Figure 3: MLP MNIST model for pragmatic function

Semantic Coding Network 15 X 4ifith W 2%ty S fih s . W ps {5 18 AR AL A 2. Snfidas
MRS MLP 451y, ¥oh— 2Rz, MRS g R rioe .. FEkeh
AWGN f5if, it A Y = X + N, X M AZdE, N U EEMS, Y R3]
HIZHE . compression rate B 0.5, epoch 2k 500, {Jl|Z:4E batchsize & 64, 1K Figure 4,
YIGHERRZEH 90.39% , MNAEAERIZ N 90.42%. PSNR =k 17.77,

208382, Train Acc:
208001, Train Acc:
208112, Train Acc:
208141, Train Acc:
207590, Train Acc:
208155, Train Acc:

epoch: 492, Train Loss:
epoch: 493, Train Loss:
epoch: 494, Train Loss:
epoch: 495, Train Loss:
epoch: 496, Train Loss:
epoch: 497, Train Loss:

903735, Eval Loss:
904218, Eval Loss:
903785, Eval Loss:
903501, Eval Loss:
904301, Eval Loss:
903551, Eval Loss:

.203191, Eval Acc:
.204070, Eval Acc:
.203250, Eval Acc:
.203651, Eval Acc:
.202621, Eval Acc:
.203450, Eval Acc:

903481, PSNR: 19.386379
902591, PSNR: 19.607747
903184, PSNR: 19.551376
903877, PSNR: 18.458026
903877, PSNR: 19.234422
902987, PSNR: 21.034420
epoch: 498, Train Loss: 207671, Train Acc: 904634, Eval Loss: ©.203769, Eval Acc: 904470, PSNR: 19.966714
epoch: 499, Train Loss: 207801, Train Acc: 903985, Eval Loss: ©.203219, Eval Acc: ©.904272, PSNR: 17.773138
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Figure 4: Semantic Coding Network under 0.5 compression rate

FGSM Attack %fF FGSM iy, [EEm RKIGHIREL (iterations) S 10, fFE4EH Sk
0.5 MIMEOLR, BRI shr KN e = 0,0.1,0.2,0.3 #4781
PGD XJIt, FAMEE THERRECH 1 —H55

PGD Attack Xt PGD Hiily, BUERAMEHRECH £, Ko o ZRGRESIMIIEEh
WA, — /N FGSM s R/, e ZORESIMIPEs BIE, fEEiE N 0.5 /Y
THOLUR, €=0.1,02,03,04, a=0.01,0.02 f§EF A7/ A58
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4.1 semantic coding network
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class MLP(nn.Module):
# coders
def __init__(self):
super (MLP, self).__init__Q)
self.fcl = nn.Linear (28 * 28, channel)
self.fc2 = nn.Linear (channel, 28 * 28)
def forward(self, x):

# encoder
x = self.fcl(x)
# o

# some other operations

# add noise

x_np = x.detach().numpy()

out_square = np.square(x_np)

aver = np.sum(out_square) / np.size(out_square)

snr = 10 # dB

aver_noise = aver / 10 **x (snr / 10)

noise = np.random.random(size=x_np.shape) * np.sqrt(aver_noise)
# Y=X+N

X_np = X_np + noise

X torch.from_numpy (x_np)

X x.to(torch.float32)

# decoder
x = self.fc2(x)

return x

4.2 FGSM Attack

data_grad = img.grad.data AT Hd o nh T &
sign_data_grad = data_grad.sign() #& % &K
img = img.detach()

img += epsilon * sign_data_grad

img = torch.clamp(img, 0, 1)

4.3 PGD Attack

sign_data_grad = data_grad.sign() #& %5 &K
img = img.detach()
adv_img = img + alpha * sign_data_grad

eta = torch.clamp(adv_img—img, min=-epsilon, max=epsilon)
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img = torch.clamp(img + eta, min=0, max=1).detach()

5 JHRER

5.1 FGSM Attack

F£ FGSM e, WRIGHRERE 10 A SERE, AT AN BGE & iy, ez )
WNBGEERW . EF Ul ROV AEN 10 ), X RET AR, HHEH KA
ERRARZESE I, BEE IR RE RN, FEX BN PRI 7 ]
e 10 FE AR EI _ERR . R KT PGD, FGSM Wit REH Zieikn, (A
—HAHSA— RIS € BARAL .

SR, i fgsm 1) epsilon K/N, RIPAKIL epsilon [R/INS XHTFEAS &
BT HUERFNEE S VA ) VLR ) ) 3 T B2 BCIE L, epsilon 80K, R B T-HEBR A 52
T R — P A X B -

Attack Accuracy and Total Attack Times

HEXANIE e RGN R MEBEE RBEAT TIRTE (JRUR LB 1 R i R R
H) o AF BN Z A HLE B R B T &

Table 1: attack results under FGSM, with iteration=10, ¢ = 0,0.1,0.2,0.3

e=0 €e€=01 €=02 =03
attack accuracy 0.3827 0.8882 0.9251 0.9292
total attack times 68649 44125 36300 33462
average attack times | 6.86 4.41 3.63 3.34

WA AR L, B e RGO, Bl iERRa Wi, HY e 32T 0.2 I,
ol ERfR SR R R 2%, TS, BRI IES), R AESE /N B i 2
N AL, R RN U RS e PRI, R RIREE PEsh K/
3| I 17z [R5 S o S DA € NG ez DR A ME R A L R v P

EREERZ, 2 e=0n, BIg EEAXRERIEIET, (HHRSABEEHE
FRENAA 0% FATRFX AR, i T 4 78 373 JAE I DA B v S o i A ) 4
ARG R HER A AR S, BEAAEAE 90% B, SEAEAERR D A A Bl 288515% . 7
— 7, MR i AL AR, X R AT T2 clamp B2 HAN R R TS]
ABIZITIRE . HKJE I B R A S AT

gty L EFATAT A EHE, X RATBAL, PR T I0OR, RERS T
Prdb . SEHEGRSEAGE . (R RAE R T IR ORI MR A TR, BT
BRI, R I EEAER R AR R A K2 T

7



N T A PGD #EA7X L, F AN T T4 iteration = L(IGHRBAEE N 1) B9
FGSM 5255, #5RAHE%.

Table 2: attack results under FGSM, with iteration=1, ¢ = 0,0.1,0.2,0.3,0.4

0 01 02 03 04
Attack Accuracy‘0.1286 0.1277 0.1289 0.1290 0.1295

Adversarial Samples and Recovered Images

Figure 5178 T#E € = 0,0.1,0.2,0.3 BYEIE T #EFT FGSM BGERIRIAROCR . S—17
s& MNIST fyJlE, 5 —freeid FGSM Bahidb PS5 =Ar Rl iE 3G fE
RGN ok

OEnEERNnEn non

(c) FGSM: ¢ = 0.2

d) FGSM: € = 0.3

Figure 5: First row the original picture, second row the picture after FGSM attack, third row the
picture recovered by the receiver, under € = 0,0.1,0.2,0.3 with MNIST dataset

Hrpr, Figure 5(a) 45 02 e=0 BITEOL, BU Al PAASH A2 R REAS T L 80A B+
o, MEERKE, RARDAEAFPOR IS 2 e B 0.1 wf, XFFikeAsin y—
FERITH. I 52 il S R PR B 7= AR BRI DX, (2 G RERS i1 1
PRI R0 DA A 18R PIANESERCT 9 BB Wb mhin s, BIAEAIRER Bl
T 85 SRR AR A 7 ORI T 3.

ZREEIEIN € RV, FATATPAB W, LIRS UREAS I 23 T 2Ry T8, e
B A A R IR 225 R T, RSBt FIRR S T

SR AIAI AR, N RIS F R R B B 7 e — 2, el JRot 9 9
BRI T 8, TR RTINS U2 p0RIRHN 8. MHAREERZ, EIhZ)5,
AIFZRTFEBARIN T 8, XM TZEZIKU\%EQQIJLE’J%XLFHé%é‘]«”f%%‘f%o

Deep Exploration with Class-based Granularity
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Target Adversarial Frequency under FGSM (epsilon=0)
1000 A
ground_truth: 0
ground_truth: 1
ground_truth: 2
800 ground_truth: 3
B ground_truth: 4
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bl mmm ground_truth: 7
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Figure 6: class granularity transform target under FGSM(e = 0)

Target Adversarial Frequency under FGSM (epsilon=0.1)

1000 4 ground_truth: 0
ground_truth: 1
ground_truth: 2
800 4 ground_truth: 3
B ground_truth: 4
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i<
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200 4 ‘ | ‘
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0 1 2 3 4 5 6 7 8 9

Targets

Figure 7: class granularity transform target under FGSM(e = 0.1)



Target Adversarial Frequency under FGSM (epsilon=0.2)

1000 + ground_truth: 0
ground_truth: 1
ground_truth: 2
800 4 ground_truth: 3
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g B ground_truth: 9
fis

400 +
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|||| I| | | X II ‘ |‘|
9

T = T
0 1 2 3 4 5 6 7 8
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Figure 8: class granularity transform target under FGSM(e = 0.2)

Target Adversarial Frequency under FGSM (epsilon=0.3)

ground_truth: O
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Figure 9: class granularity transform target under FGSM(e = 0.3)

M Figure 6] AE i, 24X T IR IIAEATRIONE I, TR AR B TR R i
B, XFF2E 1 40 5 KPUMERRBAR, AT 1. 5 020y 8. mtiRk T
AN AR B omliA 7 A 14 2 T %

PEMT LR Figure THI Figure SATDAAHL, B e HUIEAN, 55 2 JERIE 8 FIEMI»2K
AT AR B T e . B IR 2 AR AR T

LREVUIKRE R, WAE, [R—D2RITE FGSM Z 5, fiil ) T4 o3 S A
SERIA . N, KA RBIEA T et lish 8 2K, MIEH 6 RAZPHARMEE 2 X, 1HN
s T RERZ MU I g E 1) . JFEARE AT AR t-SNE 8507 R A =S
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5.2 PGD Attack

Attack Accuracy and Total Attack Times

10



F£ PGD Zrahir, BATMAET o 5 e WEUE, HRTTdr i s SR A2 deads vk et
Fr 7 obre Ho o UG HUREARB IR, 1M e AARRPUEAT I AT i
KRAERE . WHtEUl, o BUMUFRE KRB ETHIREGEUN, 1 e MBPLE TRPUEAR T
FERERY ERR . BT TR R e PrAMGH IR IR BN TR 2T <.

Table 3: attack results under PGD, with e = 0.1,0.2,0.3,0.4,« = 0.01,0.02, Average Times lines in the
form of actual average times/attack iteration threshold(<)

£
[e]

e=01 |e=0.2 e=0.3 e=04
Accuracy 0.4509 | 0.5795 0.6966 0.7665
a = 0.01 | Total Times 66527 115792 152202 179108
Average Times | 6.65/10 | 11.57/20 | 15.22/30 | 17.91/40
Accuracy 0.4266 | 0.5533 0.6814 0.7582
a = 0.02 | Total Times 37210 | 63410 83045 97380
Average Times | 3.72/5 | 6.34/10 | 8.30/15 | 9.73/20

MEAFHEATT AR I, FEF— € T, o MEBUD, elifgEm s, X2
KU/, X HUREA S 5y 5 (A IR B R AR R 7 100 %530 5 X AR EAE 1P R
Wb, o H/ANEE, XA AR RCR IS SE R T AR E/DMERERNT
WHEZH PR, @I THEE 2 IEIRIEA BRI A AR A o

FE o PREF—EEOLT e IAEDBOR, BodrmEm b, X AT G3RATHEE,
SKERBHR U IHE R KOS, TR LRI S e S m ek AR . b
BREGFR = ik TR KB 2, W X HUREAR TR 2 R s A RER| A R
THRCR

FATTLART FGSM ZbedBA7x e, AEBLSER Bl 1, AT A RELEXT IR A A
HFEER TR, REAE FGSM a2 A REs in—u 3, 40 Table 2f75, Al
LA BER E T LRI T, PGD AR

Adversarial Samples and Recovered Images

1E PGD I, FATHIE T AR o M e BYEIRE A SFPUREA MR IR 1Y
B AR /SR T TR . BS &EL, AXET FGSM Zrdi, PGD 1R i tshAf
RN, ARGEMMEEZ FRZES, ERAFGHESEFRE, RIEPsh /N
OUTR RS AR S R R . MR A FGSM Zily, MERAT-HREVB/MIESN T i1
. PGD BRGIAT o WEV/NMEK, SETGEERSED, An] AKX E 4R
B R -
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(7ol ]5[q]7[>4]7[c M gfo]1]5[q]7|S[4]7[6
o BRIz R Bl Rz
17{0]115[9]o15[4]7]c MM alo]115]G]7]5]4]7]6)
(a) PGD: v = 0.01 € = 0.1 (b) PGD: a=0.01 ¢ =10.2
(71011 [5]q]7(>]4]7[c IOl [5[q]7|S[4]7]6
ol B Rz R Bl R
IRNENRENLE GRNEnREnnn
(c) PGD: @ =0.01 ¢ = 0.3 (d) PGD: v = 0.01 ¢ = 0.4
(7ol [5]q]7[>4]7[c M gfo]1]5[q]7|S4]7[6
o BRIz R o Bl R
17{0]115]9]o]15[4]7]c M al0]115]9]7]5]4]7]6)
(¢) PGD: a = 0.02 ¢ = 0.1 (f) PGD: 2 =0.02 ¢ =0.2
(71011 [5]q]7(>]4]7[c IOl [5[q]7|S4]7]6
ORDEEREEEE ORIERRSEEE
ARNEAFEEAE ARnEnFEsnnn
(2) PGD: a = 0.02 €= 0.3 (h) PGD: o= 0.02 ¢ = 0.4

6 Eﬁ%gﬁbﬁg

AR SR 5¢ FGSM HI PGD X5 Gl RGURTRUREASGE, T 2a
SWIE, BahE AR Z BAE R, Bl R m, MR A S . 18 FGSM
1 PGD pyXfEerf, Ff1 %3 PGD 2 DA 2 I BGERe&, o R vy 4 I ) A e U
NPEEI/INAEERf R . TSR B AN T B2 R, FRANTBCA PR PGD 1 o SR TR
. M TH#T 10 8 5ediny FGSM, PGD U A i, AlREm T 1 RIGhE
) FGSM. FRATREHARRE N, PGD MIRRREAG , AR A Gl (5 A
HIGHITE S S BN 1 ERAY MLP SRSCH, B RERFAER A fa 5

AN, TR B IR . FRATIER G B B n 2 Ak BEfi ), e g i (A
A DA B AR i e s, WA HERE .

XFESGEAG RGBSR, AP E M ARSI, HEA K e A
F shadow model (52 747 5k F FRA reference model, 5 & B35 H18E G ) 2k 5
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Prediction after attack: 8

Prediction after attack: & [Case] - 9999
[case] - 9999 origin class: 5
oOrigin class: 5 Prediction before attack: 5

Prediction before attack: 5
Total attack times: 1
Prediction after attack: 8
[case] - 10000

origin class: 6

Prediction before attack: 6

Total attack times: 1
Prediction after attack: 8
[Case] - 10000
origin class: 6
Prediction before attack: 6

Total attack times: 8 Total attack times: 4

Prediction after attack: 6 Prediction after attack: 2

Epsilon: @ attack Accuracy = 3827/10000=0.3827 Epsilon: @.1  attack Accuracy = 8882/10000=0.8882

Average attack times: 58649 Average attack times: 34125

(purifier) JingJing_l i : i ication-Sy /semantic_t ion$ I (purifier) JingJing_Wang@aisec-01:~/Semantic-Communication-Systems/semantic_extraction$ [|

(i) FGSM: e = 0 (j) FGSM: € = 0.1

Prediction after attack: 8 Prediction after attack: 8

[Case] - 9999 [Case] - 9999

Origin class: 5 Origin class: 5

Prediction before attack: 5 Prediction before attack: 5

Total attack times: 1 Total attack times: 1

Prediction after attack: 8 Prediction after attack: 8

[Case] - 10000 [case] - 10000

oOrigin class: 6 origin class: 6

Prediction before attack: 6 Prediction before attack: 6

Total attack times: 3 Total attack times: 2

Prediction after attack: 2 Prediction after attack: 2

Epsilon: @.2  attack Accuracy = 9251/10000=0.9251 Epsilon: ©.3  attack Accuracy = 9292/10000=0.9292
Average attack times: 26300 Average attack times: 23462

(purifier) JingJing_Wang@aisec-@1:~/Semantic-Communication-Systems/semantic_extraction$ | (purifier) Jingling_Wang@aisec-01:~/Semantic-Communication-Systems/semantic_extraction$ [|

(k) FGSM: € = 0.2 (1) FGSM: e =0.3
Figure 10: FGSM attack accuracy and total attack times under different epsilon

prediction after attack: 2
[case] - 9997

origin class: 3

prediction before attack: 3
Total attack times: 19
prediction after attack: 3
[case] - 9998

origin class: 4

prediction before attack: 4
Total attack times: 1
prediction after attack: 8
[case] - 9999

origin class: 5

prediction before attack: 5
Total attack times: 1
Prediction after attack: 8

[Case] - 9998
origin class: 4

prediction before attack: 4
Total attack times: 1
prediction after attack: 8
[Case] - 9999

origin class: 5

prediction before attack: 5
Total attack times: 1
prediction after attack: 8

[case] - 1ee00 [case] - 10000

Origin class: 6 origin class: 6

Prediction before attack: 6 Prediction before attack: 6

Total attack times: 9 Total attack times: 19

prediction after attack: 6 Prediction after attack: 6

Epsilon: 0.1  attack Accuracy = 4509/10000=0.4509 Epsilon: 8.2  attack Accuracy = 5795/10000=0.5795

Average attack times: 56527 Average attack times: 105792

PGD: epsilon = @.1 alpha = @.01 PGD: epsilon = @.2 alpha = @.01

(purifier) JingJing | 1:~/' it it: t semantic_ 1 (purifier) Jingling_Wang@aisec-01:~/Semantic-Communication-Systems/semantic_extractions [l

(a) PGD: a =0.01 e =0.1 (b) PGD: e =0.01 ¢ = 0.2

prediction before attack: 4 Prediction before attack: 4

Total attack times: 1 Total attack times: 1

prediction after attack: 8 Prediction after attack: 8

[case] - 9999 [Case] - 9999

origin class: 5 origin class: 5

prediction before attack: 5 Prediction before attack: 5

Total attack times: 1 Total attack times: 1

prediction after attack: 8 Prediction after attack: 8

[Case] - 1eeeo [Case] - 1ee00

origin class: 6 origin class: 6

prediction before attack: 6 prediction before attack: 6

Total attack times: 28 Total attack times: 28

prediction after attack: 2 prediction after attack: 2

Epsilon: 0.3  attack Accuracy = 6966/10000=0.6966 Epsilon: 0.4  attack Accuracy = 7665/10000=0.7665
Average attack times: 142202 Average attack times: 169108

PGD: epsilon = 0.3 alpha = 0.01 PGD: epsilon = 0.4 alpha = .01

(purifier) JingJing | i : i icati semantic_ iong | (purifier) Jingling_Wang@aisec-01: i icati /semantic_ ions I

(¢) PGD: & =0.01 ¢e=0.3 (d) PGD: a=0.01 e=0.4
Figure 11: PGD attack accuracy and total attack times under different epsilon of o = 0.01
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Total attack times: 4
Prediction after attack: 3
[case] - 9998

Origin class: 4

Prediction before attack: 4
Total attack times: 1
Prediction after attack: 8

Total attack times: 9
prediction after attack: 3
[Case] - 9998

origin class: 4

prediction before attack: 4
Total attack times: 1
Prediction after attack: 8

[Case] - 9999 [Case] - 9999

Origin class: 5 origin class: 5

Prediction before attack: 5 prediction before attack: 5

Total attack times: 1 Total attack times: 1

Prediction after attack: 8 Prediction after attack: 8

[case] - 10000 [case] - 10000

Origin class: 6 origin class: 6

Prediction before attack: 6 Prediction before attack: 6

Total attack times: 4 Total attack times: 9

Prediction after attack: 6 Prediction after attack: 6

Epsilon: .1  attack Accuracy = 4266/10000=0.4266 Epsilon: .2  attack Accuracy = 5533/10000=0.5533
Average attack times: 27210 Average attack times: 53410

PGD: epsilon = ©.1 alpha = .02 PGD: epsilon = 0.2 alpha = .62

(purifier) Jingling_Wang@aisec-01:~/Semantic-Communication-Systems/semantic_extraction$ [| (purifier) JingJing | : c-C ystems/semantic_ s

(a) PGD: @ =0.02 ¢ = 0.1 (b) PGD: a =0.02 ¢ = 0.2

[Case] - 9998

Origin class: 4

Prediction before attack: 4
Total attack times: 1
prediction after attack: 8
[Case] - 9999

Origin class: 5

prediction before attack: 5
Total attack times: 1
Prediction after attack: 8
[Case] - 10000

Origin class: 6

Prediction before attack: 6
Total attack times: 14
Prediction after attack: 6 Prediction after attack: 2

Epsilon: .3  attack Accuracy = 6814/10000=0.6814 Epsilon: .4  attack Accuracy = 7582/10000=0.7582

Average attack times: 73045 Average attack times: 87380

PGD: epsilon = 0.3 alpha = 0.02 PGD: epsilon = @.4 alpha = 0.02

(purifier) Jingding_Wang@aisec-1:~/Semantic-Communication-Systems/semantic_extraction$ [| (purifier) Jingding Wang@aisec-o1:~/Semantic-Communication-Systems/semantic_extractions ||

(¢) PGD: & =0.02 € =0.3 (d) PGD: a =0.02e¢=0.4

Prediction before attack: 4
Total attack times: 1
Prediction after attack: 8
[Case] - 9999

oOrigin class: §

Prediction before attack: 5
Total attack times: 1
Prediction after attack: 8
[case] - 10000

oOrigin class: 6

Prediction before attack: 6
Total attack times: 16

Figure 12: PGD attack accuracy and total attack times under different epsilon of o = 0.02
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